
1. Identify Risks (Risk Scenarios)

2. Assess the Risks (Impact &  
Likelihood)

4. Assign Risks to Risk Owners

1. Per identified Risk: Identify risk 
mitigating Internal Controls

2. Determine Inherent Control Risk 
Reduction Factors (CRRF)

3. Assign Controls to Control 
Owners

4. Link Internal Controls to Risks

3. Calculate Inherent Risk Ratings 
(=Impact x Likelihood)

A. Risk Assessment B. Internal Controls C. Framework Controls

1. Select applicable Compliance 
Framework Controls

2. Determine relevant Internal 
Controls

3. Map Internal Controls to 
Framework Controls
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How Internal Controls reduce Risks

How Residual Risks are impacted by Incidents, Issues and Tasks
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ReguLight GRC Model

Building your GRC model

Tasks Incidents Issues 

Internal Control Risk Reduction model

CRRF = Control Risk Reduction Factor
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